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ATTACK VECTORS

* Online

* Text Messages
* Email

* Social Media

* Telephone



Social Media

25% of all fraud losses reported to
the FTC in 2021 — S770 million —

resulted from scams that started

on social media with an ad, post,

Oor messdge.

Source: Federal Trade Commission |
.%;’ \



Source: Federal Trade Commission

Social Media

More than 95,000 people said
they lost money in a scam
involving social media — double

the number from 2020.




Social Media

“Social media was far more
profitable to scammers in 2021

than any other method of

reaching people.”

Source: Federal Trade Commission




Social Media

Investment Scams

- 54% who reported losses to

investment scams in 2021 said

the scam started on social media.




Social Media

Romance Scams

- 2" most costly

- More 1/3 of the victims said it

began on Facebook or Instagram.




Social Media

b7 N )
O =
L__J

' Boost =

‘W

.

ALCLIVE o agv

Do you have more contact
information other than

Facebook?

| am a professional bitcoin
trader , | coach/mentor
aspiring internet
entrepreneurs on how to
build a stable and steady
source of passive income
through bitcoin mining

N2

Source: Better Business Bureau




Social Media

With the minimum
investment of,
$300 to get back $6,700
$400 to get back $8,500
$500 to get back $10,000
| guarantee y |, “making

-~ that amazing p. ufit daily,

R

Source: Better Business Bureau



Most fraud still takes
place on the phone.

- It usually starts with a
robocall designed to scare
you into responding
without thinking about it.






TS Phishing scams are the
; biggest online threat.
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CHASE ©)

Identity Verification Required

Dear Chase member

We recently detected an unusual activity on your J.P Morgan Chase online
banking account. Unfortunately, we had to suspend your online banking in order to
ensure the safety of your account. This suspension is temporary. We will need

some additional information to verify your identity.

Please visit chase.com/servicing or visit the verification form to complete

your identity verification and regain online access.

Verify Identity

Sincerely,

Chase Banking

You are receiving this email because your email is enrolled in online banking email alerts.

This email is sent fr?m an unfiltered mailbox. Please do not reply to this email.
"Chase Private Client" is the brand name for a banking and investment product and service offering.
Privacy AdChoices Site map Help for homeowners Accessibility Terms of use Security

Member FDIC @ Equal Housing Lender

€© 2021 JPMorgan Chase & Co.
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Identity Verification Required

Dear Chase member

We recently detected nusual activity on your J.P Morgan Chase online

banking account. Unf ately, we had to suspend your online banking in order to
ensure the safety of y ccount. This suspension is temporary. We will need
some additional infor n to verify your identity.

Please visit chase.com/servicing or visit the verification form to complete

your identity verification and regain online access.

Verify Identity

Sincerely,

Chase Banking

You are receiving this email because your email is enrolled in online banking email alerts.

This email is sent fr?m an unfiltered mailbox. Please do not reply to this email.
"Chase Private Client" is the brand name for a banking and investment product and service offering.
Privacy AdChoices Site map Help for homeowners Accessibility Terms of use Security

Member FDIC @ Equal Housing Lender

€© 2021 JPMorgan Chase & Co.



Fedex Shipment Notice - Friday, December 4, 2020

Fedex Express <support@webmailupdatescoming-webapp.live>
To herb@consumerman.com

@ If there are problems with how this message is displayed, click here to view it in a web browser.

" Fedex-Shipment.ppt
.
308 KB

FedEx

Hello herb@consumerman.com

Please find the shipping documents for your current port in the attachment.
Shipping customers suggest that we contact you herb@consumerman.com for information about the upcoming shipment.

The estimated arrival time of the Parcel is also included in the attachment.

Thank you for choosing FedEx Freight.

Do not reply to this message as any reply sent cannot be received.

Best Regards
FedEx Redstar Express



Fedex Shipment Notice - Friday, December 4, 2020

Fedex Express <support@webmailupdatescoming-webapp.live>
To herb@consumerman.com

@ If there are problems with how this message is displayed, click here to view it in a web browser.
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308 KB

FedEx

Hello herb@consumerman.com,

Please find the shipping documents for your current port in the attachment.
Shipping customers suggest that we contact you herb@consumerman.com for information about the upcoming shipment.

The estimated arrival time of the Parcel is also included in the attachment.

Thank you for choosing FedEx Freight.

Do not reply to this message as any reply sent cannot be received.

Best Regards
FedEx Redstar Express
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Webrnajl

Dear herb

You have Two (2) Messages Pending Delivery On Your e-Mail Portal Since: 28 Oct 2020

This messages can be viewed by the subject of each message or proceed to Mail Update
and sign in Now to Release Message on your e-Mail Account below.

Messages Pending Delive

Status Subject Recipient Date

Proforma Invoice / To: herb@consumerman.com 28-10-2020
Contract

Pending: RE: Outstanding
Payment

Pending:

To: herb@consumerman.com

Sincerely,

Web Admin (C) 2020 Secured Service
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Dear herb

You have Two (2) Messages Pending Delivery On Your e-Mail Portal Since: 28 Oct 2020

This messages can be viewed by the subject of each message or proceed to Mail Update
and sign in Now to Release Message on your e-Mail Account below.

Messages Pending Delive

Status Subject Recipient Date
Pending: zroforma Invoice / To: herb@consumerman.com 28-10-2020
ontract
Pendin g: RE: Outstanding To: herb@consumerman.com
Payment

Sincerely,

Web Admin (C) 2020 Secured Service




IDENTITY FRAUD

Your sensitive personal

information has already
been stolen and is being
sold on the Dark Web.




IDENTITY FRAUD

Take-over accounts
Steal gov't benefits
Commit crimes

Open new accounts

O O O O




Equifax * Experian * TransUnion




CREDIT FREEZE

+» Blocks access to your credit file at that credit bureau
without the required PIN

+~ FREE

%+ You can temporarily “thaw” to apply for credit

+» Does not hurt your credit score

+» Does not impact current creditors




CREDIT LOCK

eeeec Carrier & 1:20 PM 7 100% m— eeees Carrier ¥ 1:20 PM © 100%

LOCK & ALERT™ LOCK & ALERT™

Your Equifax credit report is currently

Unlocked

SLIDE TO LOCK

What does this mean? What does this mean?
If your Equifax credit report is unlocked, it's Locking your Equifax credit report can help
ooen to credit checks bv potential lenders control who has access to it, with

n n

Home Home




CHILD IDENTITY THEFT

1.25million
children had their
identity stolen
last year.
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Source: Javelin Strategy & Research




SET SECURITY ALERTS

Security Alerts &

Send Alert To Notify Me When
) PrimaryEmail My balance is below ($ USD) for this account
() Tex Instant Action Alert | (vour available balance wil be included in the Alertmessage)
.| PrimaryEmail My account is overdrawn
U Text Instant Action Alert | (Your available balance will be included in the Alert message.)
T ——

An outgoing wire transfer exceeds ($ USD)

o) Text

) Text
PrimaryEmail A payment exceeds ($ USD)
| Text (Note: This alert does not apply for Chase student loan or commercial loan payments, automatic payments

_ ] PrimaryEmail

PrimaryEmail

An online deposit has been submitted to this account



Use Password Manager

New Password

Generate password Copy

—

Length 12 Uppercase

- Lowercase
Easy to say @ Numbers
Easy to read @ 1%@3#

Close




Use Multi-Factor Authentication (MFA)

Password + Proof = Access



Use Multi-Factor Authentication (MFA)

The worst password with
MPFA is better than the
best password without
MFA.




CREDIT MONITORING

Only looks for signs of fraudulent activity
+ Monthly fee
% Cannot stop ID Theft
+» Cannot remove personal info from “dark web”

+» Does not monitor everything

+» Million-dollar payment guarantee 777?
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BE PROACTIVE

- GET YOUR CREDIT REPORTS
- AnnualCreditReport.com




BE PROACTIVE

- GET YOUR CREDIT REPORTS
- AnnualCreditReport.com

- CHECK FINANCIAL ACCOUNTS




BE PROACTIVE

- GET YOUR CREDIT REPORTS
- AnnualCreditReport.com

- CHECK FINANCIAL ACCOUNTS

- CHECK MEDICAL BILLING STATEMENTS




BE PROACTIVE

- GET YOUR CREDIT REPORTS
- AnnualCreditReport.com

- CHECK FINANCIAL ACCOUNTS
- CHECK MEDICAL BILLING STATEMENTS

- MONITOR CREDIT SCORES
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LIVING IN A
DIGITAL WORLD

> Be skeptical - question everything



LIVING IN A
DIGITAL WORLD

> Be skeptical - question everything

> Looks can be deceiving




LIVING IN A
DIGITAL WORLD

> Be skeptical - question everything

> Looks can be deceiving

> There is no “undo” button




ConsumeérMan

Looking out for you for more than 40 years

Herb Weisbaum

 fRE)
HOW TO AVOID FALLING VICTIM LOOKING FOR LOVE ONLINE?
TO A CORONAVIRUS PHISHING EMAIL ATTACK ROMANCE SCAMS ON THE RISE HERB'S FREE WEEKLY NEWSLETTER

Email Address (required)
First Name

Last Name

We will never share this info

STUDY: STRESS CAN HAVE A NEGATIVE IMPACT ON YOUR FINANCIAL
DECISIONS - Researchers find that that 77% of Americans say they feel anxious “.rb"

about their financial situation. This stress hurts our ability to save money, budget 10 Tip‘ to Flght Fr.ud

and pay off debt. There are ways to deal with this.

HOW TO SELL GIFT CARDS FOR CASH SAFELY ONLINE - You won't get full
value, but for some popular cards like iTunes, Target and Walmart, you can get up

to 92 percent of what it's worth.

Q MOST AMERICANS CAN FILE THEIR TAX RETURNS FOR FREE. DO YOU
QUALIFY? - Anyone with an adjusted gross income of $69,000 or less will qualify
| i ¢ S for at least one of the IRS Free File software packages available this year. You may
r . N
t N/ &

also be able to have your state income tax return prepared and filed for free.




CHECKBOOK

CONSUMERPEDIA
PODCAST

From auto repair shops to doctors to plumbers to vets, you can count
on Checkbook to help you find the best service—and avoid the worst.
Our podcast features advice from experts that empowers consumers to
save money and make smarter choices.

Listen on:

Consumerped
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DISCLOSURE

»  Apella Capital, LLC, is an investment advisory firm registered with the Securities and Exchange Commission. The firm only transacts business in states where it is
properly registered, or excluded or exempt from registration requirements. Past performance is not indicative of future results. Therefore, different types of investments
involve varying degrees of risk, and there can be no assurance that the future performance of any specific investment, investment strategy, or product (including the
investments and/or investment strategies recommended or undertaken by Symmetry Partners LLC), or any non-investment related content, made reference to directly or
indirectly on this website will be profitable, equal any corresponding indicated historical performance level(s), be suitable for your portfolio or individual situation, or prove
successful. Due to various factors, including changing market conditions and/or applicable laws, the content may no longer be reflective of current opinions or positions.
Moreover, you should not assume that any discussion or information contained on this website serves as the receipt of, or as a substitute for, personalized investment
advice from Apella Capital, LLC, or your advisor. Please remember to contact your advisor, if there are any changes in your personal/financial situation or investment
objectives for the purpose of reviewing/evaluating/revising our previous recommendations and/or services. Apella Capital, LLC, is neither a law firm nor a certified public
accounting firm and no portion of the website content should be construed as legal or accounting advice. Information throughout our site and materials, whether stock
quotes, charts, articles, or any other statements regarding market or client performance or other financial information is obtained from sources which we, and our
suppliers believe reliable, but we do not warrant or guarantee the timeliness or accuracy of this information. Neither we nor our information providers shall be liable for
any errors or inaccuracies, regardless of cause, or the lack of timeliness of, or for any delay or interruption in the transmission thereof to the user. Please see Apella’s
ADV Part 2A, Item 8 — B, ( ) for information regarding risk of loss involved with investment strategy.



https://adviserinfo.sec.gov/firm/summary/171106

