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Protecting Yourself from Fraud 
and Scams





ATTACK VECTORS



Social Media 
25% of all fraud losses reported to 
the FTC in 2021 – $770 million –

resulted from scams that started 

on social media with an ad, post, 
or message. 

Source: Federal Trade Commission



Social Media 
More than 95,000 people said 
they lost money in a scam 
involving social media – double 

the number from 2020. 

Source: Federal Trade Commission



Social Media 
“Social media was far more 
profitable to scammers in 2021 
than any other method of 

reaching people.”   

Source: Federal Trade Commission



Social Media 
Investment Scams

- 54% who reported losses to 
investment scams in 2021 said 

the scam started on social media. 

Source: Federal Trade Commission



Social Media 
Romance Scams

- 2nd most costly

- More 1/3 of the victims said it 
began on Facebook or Instagram.

Source: Federal Trade Commission



Social Media 
.

Source: Better Business Bureau



Social Media 
.

Source: Better Business Bureau



Most fraud still takes 
place on the phone.

- It usually starts with a 
robocall designed to scare 
you into responding 
without thinking about it.





Phishing scams are the 
biggest online threat.

















Your sensitive personal 
information has already 
been stolen and is being 
sold on the Dark Web.



o Take-over accounts
o Steal gov’t benefits
o Commit crimes
o Open new accounts



CREDIT 
FREEZE

Equifax * Experian * TransUnion



v Blocks access to your credit file at that credit bureau       
without the required PIN
v FREE

v You can temporarily “thaw” to apply for credit

v Does not hurt your credit score 

v Does not impact current creditors

Equifax * Experian * TransUnion



NOT FEDERALLY REGULATED = MARKETING



1.25million
children had their 

identity stolen 
last year.

Source: Javelin Strategy & Research









The worst password with 
MFA is better than the 
best password without 
MFA.



v Monthly fee 

v Cannot stop ID Theft

v Cannot remove personal info from “dark web”

v Does not monitor everything

v Million-dollar payment guarantee ????





§ GET YOUR CREDIT REPORTS 
- AnnualCreditReport.com                   



§ GET YOUR CREDIT REPORTS 
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§ CHECK FINANCIAL ACCOUNTS  



§ GET YOUR CREDIT REPORTS 
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§ CHECK MEDICAL BILLING STATEMENTS



§ GET YOUR CREDIT REPORTS 
- AnnualCreditReport.com                   
§ CHECK FINANCIAL ACCOUNTS  

§ CHECK MEDICAL BILLING STATEMENTS

§ MONITOR CREDIT SCORES





Ø Be skeptical - question everything



Ø Be skeptical - question everything

Ø Looks can be deceiving



Ø Be skeptical - question everything

Ø Looks can be deceiving

Ø There is no “undo” button









} Apella Capital, LLC, is an investment advisory firm registered with the Securities and Exchange Commission. The firm only transacts business in states where it is 
properly registered, or excluded or exempt from registration requirements. Past performance is not indicative of future results. Therefore, different types of investments 
involve varying degrees of risk, and there can be no assurance that the future performance of any specific investment, investment strategy, or product (including the 
investments and/or investment strategies recommended or undertaken by Symmetry Partners LLC), or any non-investment related content, made reference to directly or 
indirectly on this website will be profitable, equal any corresponding indicated historical performance level(s), be suitable for your portfolio or individual situation, or prove 
successful. Due to various factors, including changing market conditions and/or applicable laws, the content may no longer be reflective of current opinions or positions. 
Moreover, you should not assume that any discussion or information contained on this website serves as the receipt of, or as a substitute for, personalized investment 
advice from Apella Capital, LLC, or your advisor. Please remember to contact your advisor, if there are any changes in your personal/financial situation or investment 
objectives for the purpose of reviewing/evaluating/revising our previous recommendations and/or services. Apella Capital, LLC, is neither a law firm nor a certified public 
accounting firm and no portion of the website content should be construed as legal or accounting advice. Information throughout our site and materials, whether stock 
quotes, charts, articles, or any other statements regarding market or client performance or other financial information is obtained from sources which we, and our 
suppliers believe reliable, but we do not warrant or guarantee the timeliness or accuracy of this information. Neither we nor our information providers shall be liable for 
any errors or inaccuracies, regardless of cause, or the lack of timeliness of, or for any delay or interruption in the transmission thereof to the user. Please see Apella’s
ADV Part 2A, Item 8 – B., (https://adviserinfo.sec.gov/firm/summary/171106) for information regarding risk of loss involved with investment strategy.

https://adviserinfo.sec.gov/firm/summary/171106

